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ARTICLE INFO ABSTRACT

Keywords: LoRa has emerged as a promising technology to provide low-power and long-range communication for
LPWAN IoT devices. LoRaWAN networks build on top of the LoRa physical layer and adopt a centralized network
LoRa

architecture that supports one or more gateways connected with a large number of end devices. Although
LoRa communication is resistant to channel noises, it still frequently suffers data delivery failures in
LoRaWAN networks due to packet collisions of the concurrent transmissions. The delivery failures trigger
the retransmission procedure in LoRaWAN protocol, which causes additional power consumption on end
devices and further exacerbates packet collisions. To solve this issue, we investigate the reliable data delivery
mechanism that utilizes with the packet reception of multiple gateways to recover the distorted payload.
Firstly, we present a ReLoRaWAN framework, where the central server aggregates distorted packet payload
from multi-gateway reception of the same packet and executes the corresponding data recovery operations.
Then, we design a Tri-operation Integrated Data Recovery (TIDR) algorithm for recovering the distorted
packet payload, which involves exclusive-OR based bitwise inversion operation, majority voting based bitwise
inversion operation, and weighted bitwise decision operation. Finally, we implement a ReLoRaWAN testbed
and conduct real-world experiments to evaluate the performance of our solution. Compared with existing
works, the ReLoRaWAN greatly optimizes the quality of service and power consumption in the network. It
improves the packet delivery ratio by 35% and reduces the average power consumption of the end device by

LoRaWAN
Multi-packet reception
Data recovery

30%.
1. Introduction reliability seem to work very well. Nevertheless, LoRa transmission
is inevitably affected by several kinds of interference from concur-
Low-power wide-area networks (LPWANSs) are emerging networking rency transmission at ISM bands. Besides, in dynamic multi-floor or
technologies that connect tens of billions of devices for large-scale multi-room indoor scenarios, the presence of moving individuals, in-
Internet of Things (IoT) paradigms [1]. The promising LPWANS provide terferences from jammers, and other ambient noises in non-line-of-sight
wide area connectivity with low-cost energy consumption and low data (NLOS) propagation can induce shadow fading of signals, resulting in

rate [2], e.g., LoRa, Sigfox, NB-IoT, Weightless, and LTE-M. It can even
reach up to tens of kilometers at a few tenths of Kbps. According to
market research, there will be hundreds of billions of LPWAN devices
in the following decades around the world.

LoRa is a leading LPWAN technique, where a single battery-powered
end device can provide communication for several years [3]. Differ-
ent from other LPWAN technologies, LoRa works at sub-GHz license-
free shared industrial scientific medical (ISM) bands, and it has been
widely applied in smart cities, smart parks, buildings monitoring, smart
security, and other fields [4].

Based on chirp spreading spectrum (CSS) modulation technology, gateways to jointly decode weak signals in the cloud to combat carrier
LoRa is inherently robust to ambient noises. The characteristics of high frequency offset. FDR [12] relies on self-designed error detection codes

performance degradation and worse communication quality even in a
short area range [5-7]. Such an indoor environment also causes various
kinds of collisions, and all the packets may fail the cyclic redundancy
check (CRC) verification. The packets with erroneous physical payload
(PHYPayload) are abandoned. From recent works [8,9], the redundant
packet reception from multiple gateways benefits network transmission
with macro diversity gains. In this context, industry and academia have
proposed many collaborative approaches for reliable LoRa transmission
in the past few years [10]. For instance, Charm [11] leverages multiple
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Fig. 1. Spreading factors in LoRa modulation (7 to 12).

for data recovery through multiple gateway cloud—edge collaborative
mitigation. WIP [13] gets rid of the frame erasure by appending the
bitwise Exclusive-OR (XOR) value of the last conveyed frame to the
data frame. eLoRa [14] cooperatively uses LT code to recover lost
data frames in multiple gateway environments. MIMO-LoRa [15] intro-
duces precoding into a multiple-input multiple-output (MIMO) system.
BiDiCom [16] realizes a weighted combining of the same copy from
multiple gateways for interference cancellation. However, they are not
comprehensive enough to solve this problem and have many funda-
mental limitations. For example, Charm works at the physical layer
and needs software-defined radio (SDR) processing for not fine-grained
LoRa physical features. MIMO-LoRa, WIP, FDR, and eLoRa append
extra data bits to the payload of the packet.

Recently a novel link layer method OPR [17] performs error control
by utilizing the traditional wireless network error control methods,
such as the SPaC [18] and majority logic decoding in a pure soft-
ware implementation. Unlike traditional application layer methods,
this method does not adopt encoding strategies and therefore does
not require additional transmission redundancy. However, there are
still some defects in OPR. Firstly, the error correction mechanism is
relatively simple, thus the performance is not good in the case of severe
interference environments like multi-floor or multi-room sceneries. Sec-
ondly, the energy saving effect is not mentioned or discussed, which has
great significance for the IoTs. Besides, it is not fine enough for OPR to
take a benchmark to determine the hardcoded limit of error correction
capability because it depends on hardware processing capability.

LoRaWAN defines the MAC layer that operates on top of the LoRa
PHY layer. The concurrent transmissions in LoRaWAN with pure Aloha
access protocol intrinsically interfere with each other [19]. According
to LoRaWAN specification, LoRaWAN relies on the acknowledgment
(ACK) mechanism to realize reliable transmission. However, when
there are too many lost packets, the retransmission procedure leads to
more energy consumption for end devices.

To address these challenges, we propose a reliable data delivery
mechanism based on a multi-operation error correction algorithm in
LoRaWAN networks, called ReLoRaWAN, which aims to recover the
distorted data through the received packets of multiple gateways. It
takes real end-to-end delay and the cloud processing latency into
consideration to get a flexible processing time upper constraint. The
real-world experiment results also verify the energy-saving improve-
ments. We mainly focus on the distorted packets where the preamble is
well received but the PHYPayload is corrupt, that is, the PHYPayload is
unable to pass CRC verification. Most of these transmissions are unable
to decode online via any reception of individual gateway. Motivated
by existing coherent decoding paradigms, the key insight of our work
is coordinating distributed gateways to make error corrections. It is a
novel optimization that ReLoRaWAN introduces much less redundant
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data in transmission. Due to the solely software-based implementa-
tion that works above the physical layer, the raw modulation and
demodulation details are isolated from ReLoRaWAN. As a result, the
ReLoRaWAN mechanism is compliant with standard LoRaWAN net-
work protocol and can be implemented with commercial off-the-shelf
(COTS) gateways and end devices. Meanwhile, we reduce the average
power consumption of LoRa devices without prohibitively high SDR
hardware costs.
The contributions of this paper can be summarized as follows.

» We present the ReLoRaWAN framework to reduce packet retrans-
missions through data recovery, where the central server aggre-
gates the distorted packet PHYPayload copies from multi-gateway
reception of the same packet and executes the corresponding data
recovery operations.

We design a Tri-operation Integrated Data Recovery (TIDR) al-
gorithm for recovering the distorted packet PHYPayload, which
involves exclusive-OR based bitwise inversion operation, majority
voting based bitwise inversion operation, and weighted bitwise
decision operation. The three bitwise operations are executed in
sequence to improve the probability of successful recovery.

We implement a ReLoRaWAN testbed with COTS gateways and
end devices, and conduct real-world experiments to evaluate the
performance of our solution. The results demonstrate that the
packet delivery ratio (PDR) of ReLoRaWAN has increased to 1.35
times of the existing method OPR and the power consumption of
the end device is reduced by 30%.

2. Preliminaries

In this section, we first present the modulation and demodulation
of LoRa and then introduce the LoRaWAN protocol.

2.1. LoRa modulation and demodulation

LoRa is a spread spectrum modulation scheme, which employs the
CSS technique and modulates data bits to up-chirps and down-chirps.

Modulation. There are several parameters characterizing LoRa
modulation, i.e., spreading factor (SF), transmission power (TP), coding
rate (CR), and bandwidth (BW). The frequency of an up-chirp sweep
linearly from —% to 2% with time, which is also a base chirp.
When modulation, a symbol is modulated into 25F chips, where a
chip is data sent per second per Hz of bandwidth BW. The higher
the SF is, the higher the sensitivity, which contributes to robustness.
Nevertheless, the increased data drains the battery violently. The data
rate is inversely proportional to SF, so the time on air (TOA) also
increases with the SF. When taking a higher SF to compensate for
interference, there is an increased collision possibility in severe inter-
ference environments like multi-floor or multi-room sceneries. Fig. 1
shows a spectrogram of LoRa up-chirps in Phase/in Quadrature (I/Q)
to modulate several physical symbols with different SF. According to
prior works, transmissions with the same SF may interfere with each
other.

Demodulation. When the receiver carries out the demodulation,
it multiplies the base chirp with a down-chirp and performs a fast
fourier transform (FFT) operation on the result. The energy focuses
on the unique maximal peak of FFT bins and this one is identified as
the demodulated symbol (chirp). However, the multiple peaks resulting
from collisions may cause the failure of demodulation.

Physical Packet Structure. Fig. 2 shows the structure of an uplink
physical packet from the transceiver datasheet.! The CRC field detects
the errors of the PHYPayload with the CCITT-16 CRC algorithm.

1 SX1276/77/78/79-137 MHz to 1020 MHz Low Power Long Range
Transceiver, https://www.semtech.com/products/wireless-rf/lora-connect/sx1
276
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2.2. LoRaWAN

LoRaWAN is an Aloha-like MAC and network layer protocol upon
LoRa, which is quite simple and designed for energy-constrained de-
vices. It is proposed by LoRa Alliance, and the International Telecom-
munication Union (ITU) recently recognizes it as the official LPWAN
communication standard, i.e., Recommendation ITU-T Y.4480. Due to
its open-source character, LoRaWAN-certified devices are spread all
over the world.

LoRaWAN Architecture. A typical LoRaWAN network is a star-of-
stars topology, and the single-hop structure applies to resource-limited
devices. The devices are not associated with any specific gateway but
are assigned to the central network server. The gateways just forward
UDP (User Datagram Protocol) packets to the upper server through
standard Internet Protocol (IP) backhaul, so they are transparent to
devices. When the network server receives multiple copies from the
same device with multiple gateways, it performs deduplication based
on the signal quality. Fig. 3 indicates the standard LoRaWAN design.

LoRaWAN Device. The configuration of a LoRaWAN device is
shown in Fig. 4. The traffic in LoRaWAN is always asymmetric, so
the focus of this work is dominant uplink communication. The pack-
ets from the end device are either confirmed or unconfirmed. When
the device adopts a confirmed message, it requests a downlink ACK
from the LoRaWAN network server for reliable communication. More
specifically, the network server chooses the gateway with the highest
signal-to-noise ratio (SNR) to send ACK. The device would retransmit
several times after a random back-off time if no ACK is received,
which is referred to as the retransmission procedure. This process

Structure Preamble Sync PHDR PHYPayload CRC
Size 8 symbols | 4.25 symbols | 8 symbols size bytes 2 bytes
=== =—""""
Structure MHDR MACPayload MIC
Size 1 byte size-5 bytes 4 bytes
- ~
- -~ T~ S o
Structure FHDR FPort FRMPayload
Size 7 bytes 1byte size-13 bytes
- e T
Structure DevAddr FCtl FCnt Fopts
Size 4 bytes 1 bytes 2 bytes 0 byte
Key

Fields used to calculate the MIC
MIC

Fig. 6. LoRaWAN MAC message format.

resembles an improved type-I hybrid automatic repeat request (Type-I
HARQ) mode. It increases power consumption dramatically and renders
network congestion. The devices can be categorized into the following
3 types according to downlink schedule styles:

* Class A device: 1t sleeps most of the time. After sending an uplink
packet, it opens a first reception window RX1 for a short duration
of RECEIVE_DELAY1. If no downlink is received, it will open
another slot RX2. In this work, we only consider class A device
for the lowest power consumption.

Class B device: It opens additional reception windows based on the
class A device, which is synchronized by coordination beacons of
the network server forwarded by the gateway.

Class C device: It always opens the receive window unless sending
uplink data packets.

Fig. 5 indicates different work models of the devices.

MAC Message Format. Fig. 6 shows the MAC message format that
makes up of PHYPayload according to the LoRaWAN specification.?

The Message Integrity Check (MIC) verification utilizes a Cipher-
based Message Authentication Code with Advanced Encryption Stan-
dard (AES-CMAC) encryption to verify the integrity of the entire PHY-
Payload. The FRMPayload (frame payload field) is the application
layer payload for integration with external services, which is a part of
PHYPayload.

3. ReLoRaWAN design

In this section, we present the network structure of ReLoRaWAN
and design its overall framework.

2 LoRaWAN® Specification v1.0.3, https://lora-alliance.org/resource_hub/
lorawan-specification-v1-0-3/
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3.1. Network structure

ReLoRaWAN is optimized for the typical LoRaWAN network archi-
tecture that involves two parts, i.e, the physical environment and the
cloud environment, as shown in Fig. 7.

In the physical environment, we design a single busy LoRaWAN
cell, consisting of N homogeneous gateways and M static end devices
in the edge deployment. Given the predominant LoRaWAN indoor
deployment of environmental sensors that are inherently static, there is
no pressing need to account for mobility. Similar to OPR, our work is
only designed for general LoRaWAN communication, without special
optimization for mobile nodes during data recovery. In the uplink,
when a device transmits a packet, the copies of this packet are obtained
at all gateways located within the range of coverage. The coverage area
of the end device is large enough that it can broadcast signals to nearby
gateways through different wireless branches. As for the propagation
model, these branches between end devices and gateways are time-
varying and non-stationary, so packets are easily corrupted. Besides,
the packets also interfere with each other in this dense network. When
transmitting data packets in parallel across channels that are indepen-
dent and identically distributed in this multi-packet reception system,
these packets have nearly equal probabilities of being corrupted. To
make matters worse, in the harsh multi-path propagation from the
end device to the gateway, the burst errors are not evenly spread
throughout the copies but disjoint across receivers even when subject
to the same interference source respectively.

In the cloud environment, there are three server entities: central
server (CS), LoRaWAN network server (NS), and LoRaWAN applica-
tion server (AS). Firstly, the CS integrated with the TIDR algorithm
performs error correction on the PHYPayload of the corrupt packets.
Then, the NS checks the MIC of the recovered PHYPayload with the
network session key (NwkSKey) for validity. In the end, the AS utilizes
the application session key (AppSKey) to decrypt FRMPayload from
PHYPayload.

Table 1 lists all notations used in this paper.

3.2. Overall framework

Fig. 8 shows the ReLoRaWAN framework. The LoRa packet physical
structure is transparent to the ReLoRaWAN because the TIDR algorithm
only works on the bit value of UDP packets at the application layer. In
the implementation of the packet forwarder, upon receiving a packet
from the end device, the gateway serializes the upstream JSON data
structure defined in the protocol® to format the embedded data field

3 Basic communication protocol between LoRa gateway and Network
Server, https://github.com/Lora-net/sx1302_hal/blob/master/packet_forward
er/PROTOCOL.md#4-upstream-json-data-structure
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Table 1

Summary of notations.
Notations Description
N Total number of gateways
M Total number of end devices
8 Duty cycle
T, Packet transmission interval
A Packet arrival rate
Lyioad PHYPayload size in bits

size PHYPayload size in bytes

X Hamming weight

® Weight of copy

o Set of SNR values

P, PHYPayload from different copies

P, Candidate PHYPayload

C Confidence information of copies

S, Soft value

P, Proportion of occurrences of specific bit
P, Estimated correctly decoded PHYPayload
b, Bitmap

by Bitmask

FCScre CRC value

FCSyic MIC value

FCnt Frame counter

DevAddr Device address

and associated metadata through the driver. Every serialized UDP
packet has fixed metadata as identifiers whose characteristics are multi-
dimensional, e.g., UTC time, GPS time, gateway internal timestamp,
CRC value, size, etc. If the gateway drops the packet that cannot
pass the CRC verification like the traditional LoRaWAN communication
process, there is no PUSH_ACK packet in downlink traffic because NS
does not receive packets correctly, which results in retransmissions of
end devices. To avoid this, our solution like cooperative communication
is that all the gateways have to forward the packet copies to CS
from different branches, whether they can pass the CRC verification
or not. The gateways do not classify which data packets belong to
an identical device. They forward the packets received to CS by the
packet forwarder without further judgment. Then, the packets are
aggregated and proceeded by the TIDR algorithm. Notwithstanding the
increased uplink end-to-end delay resulting from the additional forward
transmission process, a judicious trade-off may be achieved between
the aforementioned delay and an improved transmission success rate
engendered by effective data recovery, which is discussed later.

We divide the cloud environment in the system into three virtual
layers: the data layer, the execution layer, and the output layer. Firstly,
the data layer is responsible for data aggregation and prepossessing.
Secondly, the execution layer runs the data recovery algorithm for
error control. At last, the output layer has validity verification and
acknowledgment modules.

In the data layer, CS first stores all packet copies in memory and
parses the serialized JSON data structures to extract data fields and
metadata. Then it performs data aggregation. The idea is that only
after CS receives and aggregates the same number of distorted packet
copies as the gateway at the same time, can it determine that all the
packet copies in the same transmission received by different gateways
from the identical device cannot pass the CRC verification and need to
be recovered. Then CS calculates frame counter (FCnt), device address
(DevAddr), and MIC value based on the received PHYPayload and meta-
data. Secondly, CS carries out the data preprocessing. It classifies and
filters out coexisting packets with different metadata values. CS only
performs error control on the packet copies from the same transmission
of an identical device, So it checks the DevAddr of packets to make
sure they are at least from an identical device and checks the UTC
time, GPS time, size, FCnt, and CRC value of the packets to make sure
they are from the same transmission. It relays all packet copies to the
NS directly if there exists at least one error-free. Otherwise, all the
error packet copies are redirected to the execution layer. As for the
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Fig. 8. ReLoRaWAN framework.

Nl

buffer management strategy, it is important to avoid buffer overflow
by clearing the stored packet copies in the memory buffer after every
call to the algorithm.

In the execution layer, CS collaboratively merges all the aggregated
packet copies and executes the TIDR algorithm to finish joint decoding
efficiently. The TIDR algorithm has to process the data format during
the runtime for further bitwise operations. Firstly, it performs a base64-
decoding of the data field to get the hex format PHYPayload byte
codewords before processing. Then the PHYPayload bytes should be
converted to bits in binary representation when the algorithm performs
error correction. Finally, the Frame Check Sequence (FCS) verification
needs the binary PHYPayload bits to reconvert to hex format bytes. If
and only if the PHYPayload is restored, the CS will replace the original
PHYPayload with the correctly decoded one, offload it to NS eventually,
and record packet statistics.

In the output layer, the NS discards the received packets that fail
the MIC verification. Then we calculate the real statistics at the AS to
verify the validity of the algorithm. The acknowledge module works
when it receives a correct packet.

4. TIDR algorithm

To correct bit errors in distorted packets, we design the TIDR
algorithm.

4.1. Design overview

The algorithm requires at most three bitwise operations to finish
error correction opportunistically. It practically leverages the multiple
reception gain of receivers to reduce the number of device retrans-
missions with the sacrifice of cloud computing overhead. The goal is
to provide bit-level error control. Innovatively, the TIDR algorithm
reuses traditional error-detection checksum to generate the estimated
correctly decoded PHYPayload based on two generator polynomials for
CRC and MIC. If this PHYPayload is generated, the TIDR algorithm is
announced to be valid finally. To see how it works, Fig. 9 depicts the
detailed workflow of the algorithm.

Firstly, TIDR obtains copies of all distorted packets that have been
redirected from the data layer and aggregates them. Then the SNR
based packet selection pretreatment, exclusive-OR based bitwise inver-
sion operation (EO), majority voting based bitwise inversion operation
(MO), and weighted bitwise decision operation (WO) for different tasks
together constitute the TIDR algorithm, which provides great flexibility.
As for the initial pretreatment, it yields a candidate packet for the
later error detection and correction processing of EO and MO. When it
comes to the EO and MO, they continue to finish the major calculation
to recover the candidate packet till an arbitrarily estimated repaired
PHYPayload is available. The goal of WO is to make a final effort: it
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Fig. 9. TIDR workflow.

takes advantage of the ordered weighted averaging (OWA) operator
based on different levels of physical layer information to calculate the
estimated result.

In the first operation, the EO performs some bitwise modulo 2 sum
calculation [20] for error detection and correction. As for the MO,
it is based on the majority voting rule [21] for error detection and
correction. In the last operation, WO is a cross-layer two-dimensional
design that exploits soft decision decoding [22] for error correction.

4.2. Three bitwise operations

This algorithm consists of one pretreatment with three bitwise
operations. Firstly, it performs pretreatment for further process. Then
it carries out EO, MO, and WO in sequence.

4.2.1. SNR based packet selection pretreatment

The pretreatment is one of the simplest ways to benefit from multi-
ple receptions.

Before decoding, the pretreatment determines the most robust signal
because this one is likely to suffer less error. It selects the copy with
maximal SNR as output to minimize the bit error rate. This output is
regarded as P, to be correctly decoded in further operations EO and
MO.

Weighted by SNR values, the jth bit of candidate PHYPayload P,
can be formulated by the OWA operator as:

N
%=Z@*%, )
i=1

where P, represents the jth bit of ith aggregated PHYPayload copy
and the w; is the weight coefficient of this copy. The weight coefficient
is uneven: the copy with the highest SNR value is 1 while the others
are 0.

Similar to the capture effect, the procedure can also be simplified to
find the packet with the highest SNR value. Firstly, we can locate the
packet as follows:

i=arg rrllax O(i 2

where o; is the SNR value of ith buffered PHYPayload copy and it is
considered as a function of i.

Then copy the located packet to the candidate packet as follows:
P, =P, 3
4.2.2. Exclusive-OR based bitwise inversion operation

To recover P,, EO performs a bitwise logical operation on the
aggregated PHYPayload copies to generate a bitmap, which identifies
the assumed error bit location of P, for error detection.

The jth bit of bitmap can be formed as:
b, =P,

pj r

L ®P, ©.0P, P
J .J

IN-1, 'N.j

_ 4

N



W. Wu et al.

Position with a bit value 1 on the bitmap b, reveals to some extent
that the bit of P, at this location may be erroneous because some
PHYPayload copies differ from each other at this common bit location.
However, if there is a bit with a value of 0, the error at this bit location
can be overlapping and undetected. This phenomenon is termed a
hidden error.

There are X nonzero bits in the bitmap, which is referred to as
hamming weight and can be defined as follows:

L ‘payload

X= ) b, (5)
j=1

where L,,,,,, is the bit length of the PHYPayload.

Then it utilizes the improved search mechanism to yield multiple
bitmasks exponentially by bit-by-bit inversion according to the bitmap
for error correction, that is, the bitmask is gradually generated as the
hamming weight increases from 0 to X. Each bitmask corresponds to
a ‘trial’ error pattern, and b, is the set of all 2% — 1 bitmasks, which is
represented as follows:

00 0 - 0 00
00 0 - 0 0 1
00 0 - 0 1 0

by=1 0 0 -« 1 0 0p2¥-1 (6)
1 0 0 - 1 0 1
1 1 1 « 1 10
11 1 - 1 1 1

Then EO combines the bitmask with bitwise logical operations
to indirectly modify and replace the potential error bits of P,. The
modification process can be modeled as follows:

Pe,-d- = Pcl @ bk,J (7)

Where by, denotes the jth bit of the ith bitmask.

The traditional wireless network error control algorithms need to
repeat this procedure till all 2X — 1 permutations have been probed. If
the worst comes to the worst, the false positives phenomenon occurs,
which introduces great computation overhead. The term refers to a
scenario where the algorithm finds more than one correctly decoded
P, that passes the FCS verification like the CRC verification but is not
the original PHYPayload because of the hash collision effect.

As a result, unlike the above brute-force way, it introduces the
greedy conditional stop mechanism to reduce the computation over-
head: as soon as there is a successful retrieval at any attempt to find a
P,, EO aborts. The criteria is represented as follows:

(CRC(P,) ® FCScre = 0) A (MIC(P,) ® FCSyyc = 0) (®)

Compared to the brute-force method with 2X — 1 iterations, the
total number of iterations required in EO with the conditional stop
mechanism is considerably diminished, with only a marginal increase
in the likelihood of false positives. This trade-off is deemed acceptable
and justifiable. If no P, generates, it is declared as a failure, and the
MO is triggered.

4.2.3. Majority voting based bitwise inversion operation

If EO fails, the MO will carry out the more powerful decoding based
on a bit-by-bit majority voting operation. The idea is that the bit value
of P, should be consistent with the most bit values of all the aggregated
PHYPayload copies at the same location. To avoid a tie, the situation
of equal shares is considered.

Firstly, it performs error correction directly by modeling the jth bit
a newly built P, as:

N
b _ 10 ZP,’J < |N/2|
ej — i=1

9

1, otherwise
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Then the new P, is verified, if it cannot satisfy the FCS verification,
subsequent error detection and correction steps are required.

More specifically, MO creates another b, by bitwise threshold judg-
ment for error detection. When not all PHYPayload copies have the
same value in a bit location, the bit value of the corresponding location
in this new b, is recorded as 1, and the bit value of P, at this location
is considered unreliable. In comparison with EO, MO maximizes the
hamming weight of new b, to reduce hidden error possibilities at the
expense of higher computational complexity.

The jth bit of bitmap can be calculated as follows:

N N
. Q P, =0V P, =N
i i=1 i=1

) a0

1, otherwise

The remaining error correction procedure of MO is the same as
that of EO: the improved search mechanism is provided in conjunction
with the conditional stop mechanism to get a new P, that passes FCS
verification by recovering P,. If no P, is generated, MO fails and the
WO is called.

4.2.4. Weighted bitwise decision operation

In the WO, it maps bit values by comparing confidence information
with a threshold for error correction.

Firstly, the soft value at jth bit of the ith buffered PHYPayload copy
is calculated based on physical layer hint SNR as follows:

{ c;,, P =1
S, = e an
h -0, P. =0

i.j

In conventional wireless network error control methods, the next
steps typically involve mapping bit values by comparing soft values
with a predefined threshold or selecting suboptimal majority voting
schemes. However, they are not fine-grained enough. On the contrary,
WO carries out the OWA operator on soft values, which are jointly
weighted according to the occurrence probability of bits to get the con-
fidence value. Then it compares the confidence value with a threshold
to get the bit value.

WO exhibits unequal treatment of original bits based on their rela-
tive occurrence in copies, under the assumption that the probability of
encountering either O or 1 in a given bit is equal to the probability
of encountering the corresponding value in the same bit across all
PHYPayload copies. Therefore, the proportion coefficient of the jth

bit of the ith aggregated PHYPayload copy can be mathematically
calculated by the following equation:

N
(Z P,)/N, P, =1
P = =l 12)

I’i,j N
1- (Z} P, )/N. P, =0
s
Then the confidence value of the jth bit of the aggregated PHYPay-

load copies can be represented based on the soft value with proportion
coefficient as follows:

N
Ci= Y P, %Sy, 13)
i=1

Finally, the jth bit of newly built P, can be mapped by comparing
the confidence value with the threshold 0 as follows:

I, (P, =DV(C;>0)
Pi=q,

(P, =0V (C; <0)
If the new P, satisfies the conditional stop mechanism, it works,
otherwise, the TIDR algorithm declares a failure finally.
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4.3. Algorithm description

Algorithm 1 displays the detailed workflow of the algorithm. Line 1
first filters out packets with different metadata. Line 2 regards the ‘best’
packet from all copies as the candidate. Line 3-6 takes the candidate as
part of the input to generate the corrected packet. Line 7-10 continues
to correct the candidate. In lines 11-16, it attempts the final error
correction.

Algorithm 1 TIDR Algorithm

Require: P,, P., 5, FCS, size, FCnt, DevAddr
1: if metadatamatch then
2: P, < Pretreatment(P,, o)

3 q < (P., P,,FCS, size, FCnt, DevAddr)
4 P, < EO(q)
5: if Len(P,) # 0 then
6: send P,
7 else
8 P, —« MO(gq)
9 if Len(P,) # 0 then
10: send P,
11: else
12: q < (P.,0,FCS, size, FCnt, DevAddr)
13: P, < WO(q)
14: if Len(P,) # 0 then
15: send P,
16: else
17: return null
18: end if
19: end if
20: end if
21: end if

4.4. Discussion

4.4.1. Time complexity

When it comes to the procedure of improved search and conditional
stop mechanism, processing latency is an important problem to be dis-
cussed. In the worst-case of hidden error, there is a possibility that none
of the bitmasks helps to meet the conditional stop mechanism after an
energy-wasteful exhaustive search. In such a case, the exponential com-
plexity of O(2%) may lead to an almost infinite runtime. Therefore, it is
necessary to set a maximum processing delay that can force the error
correction to stop in time. In the LoRaWAN, two types of messages are
specified, i.e., unconfirmed message and confirmed message, and the
corresponding settings of maximum processing latency are different.

Unconfirmed Message. When a device sends an unconfirmed mes-
sage, there is almost no need for restriction because no ACK is re-
quired, and the maximum processing latency is virtually the packet
transmission interval T,, which may even reach tens of minutes in
delay-tolerant LPWAN applications with sparse traffic. In short, there
is ample processing time for error correction.

Confirmed Message. As for the stricter confirmed message, the up-
link transmission of the end device requires ACK. Therefore, the whole
process should be within the reception window length regardless of
the packet transmission interval length, and a large processing latency
causes the timeout. One method to make the algorithm implementable
is to define an upper bound on hamming weight through a micro-
benchmark. If X exceeds this guaranteed hard-coded bit constraint, no
further calculation will be attempted because the runtime is likely to ex-
ceed the window length. However, this strategy is too conservative and
not universal because the benchmark depends on hardware processing
capability. To make a flexible processing latency upper constraint, we
take the Round-trip Time (RTT) of bidirectional communication in
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LoRaWAN into consideration, which can be approximately modeled as
follows:

RECEIVE_DELAY1 > Latency +ToA,, +ToA joun (15)

where ToA,, and ToAy,,, are uplink and downlink TOA end-to-end
delay, respectively.

When the end-device set an SF value, it is easy to calculate the total
TOA according to the transceiver datasheet. Then we can find out the
maximum processing latency.

For generality, ReLoRaWAN enables the latency constraint in both
cases, even though it is not needed in the case of unconfirmed messages.

4.4.2. Recovery validity

In the case of the conditional stop mechanism, if ReLoRaWAN only
relies on CRC verification like OPR, the recovered PHYPayload may
not pass the MIC verification at NS and be discarded. Instead, we
take advantage of the second generator polynomial for MIC for supple-
mentary hashing, which is initially designed for security in LoRaWAN
specification. By combining the MIC security feature from AES-CMAC
encryption in LoRaWAN with the original CRC verification, ReLo-
RaWAN greatly increases the validity of data recovery and eliminates
the false positives problem without any extra coding strategy.

CRC Verification: Most of the traditional wireless network error
control methods only take CRC verification as correction criteria, so it
is likely to cause false positives that can be expressed mathematically
as:

CRC(F, ) = CRC(F, ) (16)

where P, and P, are two different P,.

The high probability of false positives is (2;;1) under the 16-bit
CRC verification, which may result in the collision attack and amplified
traffic. Therefore, CRC verification is only the minimal requirement for
error correction and is inadequate.

MIC Verification: When the P, passes the CRC verification, CS
queries whether the end device it comes from is registered, that is,
whether the DevAddr is pre-stored in memory or not. If found, it will use
the corresponding stored NwkSKey to check the integrity of the P, by
32-bit AES-CMAC algorithm. The integrity check works as a generator
polynomial.

Then the false positives probability is reduced to (22:,,:312) because of
collision resistance. The follow-up experiments proved that incorporat-
ing CRC with MIC is enough to eliminate the false positives even if it
is affected by quite huge noise.

4.4.3. Security features

Because ReLoRaWAN utilizes some LoRaWAN security-related fea-
tures, the security concerns need to be discussed from the two following
aspects:

On the one hand, there is no possibility of passive network attacks.
The ReLoRaWAN does not lack compliance with the LoRaWAN speci-
fication because CS does not have access to the AppSKey. Only the AS
in the original LoRaWAN stack can store AppSKey for security and it
only performs decryption on the packets that already pass the MIC ver-
ification. In other words, the CS does not need to decrypt FRMPayload
with the AppSKey by the scheme described in LoRaWAN specification
because if the restored PHYPayload passes the MIC verification, it can
be inferred that the FRMPayload contained in it is intact. As a result, the
bitwise operations of TIDR algorithm all perform on the PHYPayload,
and it is not leaked. As for the AES-CMAC algorithm for the MIC
verification of the PHYPayload only needs the NwkSKey for calculation,
which can be referred to LoRaWAN specification.

On the other hand, ReloRaWAN has the capability to resist active
network attacks and ensure the seucirty and reliability of the commu-
nication system. We do not snoop on the traffic between the gateway
and NS like the OPR server which may break the security of LoRaWAN
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Table 2
Experiment parameters.
Parameters Values
N 6
M 8
T, 10 s
i 0.1 packet/s
size 28 bytes
SF 7 to 12
P 0to?7

Regional Band CN470-510 MHz

Transmission

I Interference

(a) End-Device

(b) Jammer

(c) Gateway

Fig. 10. Transmitter and receiver hardware.

when access to these keys is not kept separate. On the contrary, we in-
tend to build an authorized CS which receives the packets directly from
the gateways and stores the NwkSKey with negotiation. The CS and NS
are deployed in the same cloud server environment, So they have the
same protective ability to resist active network attacks. Assuming that
the original packets at NS are reliable, it can be inferred that the packets
at CS can be securely transmitted without any tampering or alterations.
Otherwise, even without CS, NS has enormous security risks. As a
result, the security of storing the NwkSKey in CS and performing MIC
verification is the same as that of NS and does not attract any additional
risk to the system.

In summary, ReLoRaWAN does not break the security of LoRaWAN
or pose security issues.

5. Implementation and evaluation
5.1. Experiental setup

In this section, we present the hardware, testbed, metric settings,
and baselines. All the default experiment parameters are summarized
in Table 2.

5.1.1. Hardware implementation

We implement gateways and end devices with low-cost COTS hard-
ware and accessible open-source libraries, as shown in Fig. 10.

As for the hardware part of a gateway, the raspberry pi powered
by tethered power supplies is equipped with an SX1302 chip. At the
software level, it runs the packet forwarder.*

Connecting the Arduino motherboard with the LoRa shield, the end
device runs the LMIC library.> The device is equipped with a DHT22
temperature/humidity sensor and a CCS811 air-quality sensor to build
a sensing application. It generates packets according to low-power

4 SX1302/SX1303 Hardware Abstraction Layer and Tools, https://github.
com/Lora-net/sx1302_hal

5 MCCI LoRaWAN LMIC Library, https://github.com/mcci-catena/arduino-
Imic

Ad Hoc Networks 147 (2023) 103203

Device Gateway

Application Code ‘ ‘ Packet Forwarder ‘

LMIC Library ‘ Hardware Abstraction Layer ‘

DHT22/CCS811 Drivers
MAC State Engine .
¢ CayenneLLPP Driver
Run-time Environment
Hardware Abstraction Layer

‘ Arduino Uno R3 Platform ‘
\ RFM96W MCU |

SPI/I2C

SX1276 LoRa Radio || DHT22/CCS811 Hardware

Corecell SX1302 + SX1250

Fig. 11. The reference design software.

payload format, i.e., CayenneLPP 2.0 payload. There are existing tem-
perature sensor and humidity sensor data types in CayenneLPP, which
occupy two bytes and one byte of data size respectively. As for the eCO2
(equivalent CO2) and TVOC (Total Volatile Organic Compounds) from
the air-quality sensor, we take two bytes data size structure for each
one after comprehensively considering both data size and resolution.
Overall, the FRMPayload size of each packet is 15 bytes in size with
the data channel and data type flags, which is compressed as small
as possible. According to Figs. 2 and 6, the total PHYPayload size is
28 bytes. After this data compression, the PHYPayload is short. When
the AS receives the data, it decrypts the FRMPayload and leverages the
payload codec to get the original uncompressed data. Fig. 11 indicates
the reference design software of the gateway and device.

The device runs in CN470-510 MHz band and the packet trans-
mission interval T, is as short as 10 s in LoRaWAN networks to get
abundant samples because there is no duty cycle regulation, which also
means the packet arrival rate A is 0.1 packet per second. When taking
different SF parameters, the ToA,, is different and can be used to get
the duty cycle § as follows:
5= ﬂ a7

ToA,, +7,

The default settings for BW and CR are 125 kHz, 4/5 respectively,
which conform to the fixed values in the regional parameters.® The
SF and TP available in this band range from 7 to 12 and O to 7
respectively. For simplicity, we divide different TP into three degrees,
i.e., respectively as low power (TP=6), mid power (TP=3), and high
power (TP=1). To test the resilience of ReLoRaWAN, Rejeece SJ8902
sensors work as jammers and make concurrent emissions to generate
noises. They are designed with SX1278 chip and SHT30 sensor and all
have fixed configurations when no special statement.

5.1.2. Testbed setup

We explore the performance of ReLoRaWAN over months in a real-
world platform. Inside an indoor scene (e.g., lab institute), we conduct
experiments on two different floors and each floor spans an urban
region of 40.5 m x 39.3 m. There are static obstacles such as walls and
chairs, and the RF packets are very likely to suffer severe attenuation.
The presence of moving people also causes shadow fading of signals
in a dynamic environment. We place multiple static transceivers and
gateways on different floors at fixed positions, which are as depicted
in Fig. 12. The marked red hexagon, green triangle, and blue circle
represent the gateway, jammer, and device respectively.

We deploy all servers at a cloud virtual private server. An open-
source LoRaWAN network server stack called ChirpStack’ is established
with Docker Compose. ReLoRaWAN is implemented in C++.

6 RP002-1.0.3 LoRaWAN® Regional Parameters, https://lora-alliance.org/
resource_hub/rp2-1-0-3-lorawan-regional-parameters/
7 ChirpStack, https://www.chirpstack.io/
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Fig. 12. Experimental layout deployment.
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Fig. 13. Power monitor setup.

5.1.3. Metrics
There are two metrics to investigate the overall performance of
real-time decoding:

* Quality of Service (QoS): QoS is an important indicator for eval-

uating computer network. We mainly consider reliability and
scalability, which are determined by PDR and throughput at the
receiving end respectively.
As for the PDR, we get inspiration from the recommendation
document.® We record the FCnt of the delivered packets of the
device in sequence to form an array and compute PDR, that is,
dividing the number of delivered FCnt by the original length of
the entire array. The formula is as follows:

FCnt delivered

PDRsystem = FCHI

(18)
max

where the FCnt ;0.4 is the total number of delivered FCnt and
the FCnt,,,, is the FCnt of the latest delivered packet plus one.

max

8 LoRaWAN — simple rate adaptation recommended algorithm, https://w
ww.thethingsnetwork.org/forum/uploads/default/original/2X/7/7480e044aa
93a54a910dab8ef0adfb5f515d14al.pdf

The average throughput of the system is defined as follows:

L uvioaa * FCtyopivered
throughputxys,em = P evere (19
Runtimey ),

where the Runtime
end.

For example, to calculate the PDR, we record the FCnt of the
delivered packets in sequence, which forms an array such as [0,
1, 2, 5, 7]. At this point, the FCnt,,,, can be obtained by deriving
it from the FCnt of the most recently delivered packet when
considering the value 0, which equals 8. The FCnt values of the
undelivered packets are 3, 4, and 6. Consequently, by dividing the
number of delivered packets 5 by the total number of transmitted
packets 8, the PDR is calculated to be 5/8. To calculate the aver-
age throughput, ReLoRaWAN has to first multiply the bit length
of the PHYPayload L,,,,,; by the length of the delivered FCnt
array 5 to determine the total amount of data delivered. Next,
this value is divided by the total running time of the receiving
end to obtain the average throughput.

Power consumption: In the LPWAN field, it is crucial to find out
the battery life of an end device, which is calculated indirectly by
energy consumption. When the power consumption is reduced,
the energy consumption of the same time duration decreases
proportionally. We use a power monitor (Monsoon AAA1OQF)
to measure the overall power consumption for evaluation, as
shown in Fig. 13. The average power consumption is computed
as follows:

system 1S the total runtime of the receiving

1 2
P, = Vind ndt 20

ws = /T 0t (20)
where the ¥, and [, are the instantaneous voltage and current
at time t separately including transmission and sleep state.

On the one hand, the reduction of PDR inevitably causes retrans-
missions that waste energy and increases the average power. In this
context, the calculation of PDR in the unconfirmed mode that does not
require retransmissions is an intuitive indicator to show the indirect
impact on power consumption. The higher PDR is, the lower power
consumption is guaranteed in some way.
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On the other hand, computing the average power consumption in
the confirmed mode can yield the direct impact of retransmission on
energy and average power. As a result, there is no necessity to compute
PDR in this context. In the LoRaWAN specification, the retransmissions
will happen several times each time there is a packet loss according to
the real-time packet loss rate arbitrarily.

5.1.4. Baselines
We compare ReLoRaWAN with two existing benchmarks:

+ Legacy LoRaWAN: The legacy LoRaWAN protocol, which is es-
tablished based on LoRa modulation, does not incorporate any
specific measures for data recovery control. In this case, distorted
packets are more likely to be dropped. The number of retrans-
missions increases when devices adopt the confirmed messages,
which leads to higher average power consumption.

OPR [17]: OPR performs opportunistically cloud-optimized link-
layer bit error control. The bitwise operation processing capacity
of the OPR is contingent upon the number of gateways utilized.

5.2. Experimental results

5.2.1. Impact of physical parameters

According to the modulation process, the SF and TP are the two
most important physical parameters. Therefore, we analyze the perfor-
mance of ReLoRaWAN under various combinations of fixed parameter
settings.

The impact of configuration on collision resolution and weak sig-
nal decoding is analyzed. On the one hand, as shown in Fig. 14,
due to the improved SNR condition, higher TP does improve the
demodulation process. On the other hand, when SF becomes large, the
demodulation sensitivity is increased and the symbol is less affected
by collisions. However, when SF is high enough, they have a long
TOA because of the large symbol duration and become vulnerable to
jamming when transmitting. Therefore, the higher SF does not always
guarantee transmission performance.

5.2.2. Comparison of existing methods
We compare ReLoRaWAN with baselines with the following settings
under fixed parameter settings (SF=10, TP=High):

+ Jammer number: The level of concurrency is based on the jammer
amount.

» Gateway number: The processing capacity of the approach varies
with the number of gateways.
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We note from the results in Fig. 15 that the increased gateway
number coherently improves the packet delivery capacity of both algo-
rithms. This is because of the impact of redundant multiple receptions
for mitigating interference. Compared with OPR, ReLoRaWAN can
recover more data even under huge interference because it exploits
more physical information. After ReLoRaWAN theoretically corrects all
errors except for unrecoverable hidden errors, the PDR is improved.
Additionally, ReLoRaWAN enhances throughput by facilitating the suc-
cessful delivery of data and thereby improves transmission efficiency.
In the end, ReLoRaWAN increases PDR to about 1.35x compared with
OPR at most.

5.2.3. Verification of recovery validity

Because of the conditional stop mechanism, there is an increased
chance of false positives. As a result, the validity of error correction
needs to be verified by real experiments. We measure the throughput
at CS and AS at different parts of the framework when ReLoRaWAN is
enabled.

It is worth noting that regardless of whether the data recovery is
successful or not, the information at CS is updated every time all packet
copies are aggregated. While the information at AS does not update
unless it receives the packet that passes FCS verification.

The observed results in Fig. 16 show that almost no false positives
happen because there is no difference between the statistics at CS
and AS most of the time. It means that the NS rarely drops packets
because ReLoRaWAN really corrects most of the error packets. The
result verifies the excellent capacity for error correction.

5.2.4. Power consumption evaluation

When confirmation messages are employed by the device, an in-
crease in the number of uncorrectable packets results in a correspond-
ing increase in the number of retransmissions. This, in turn, leads to
higher power consumption. The ReLoRaWAN is designed as an applica-
tion layer amendment for LoRaWAN to achieve data recovery for lower
power consumption. Therefore, to evaluate the energy-saving perfor-
mance of ReLoRaWAN, we compare it with legacy LoRaWAN. Fig. 17
indicates almost no retransmissions with ReLoRaWAN because it cor-
rects most of the erroneous PHYPayload copies. The legacy LoRaWAN
without data recovery capacity introduces unnecessary retransmissions
more frequently. The average power of legacy LoRaWAN and ReLo-
RaWAN is 410 mW and 289 mW respectively when the sleep state is
considered, which means that our method reduces the overall power
by nearly 30%.
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6. Related work

LoRa and LoRaWAN Performance Analysis. Up to now,
researchers have conducted a wide range of studies on the overall
performance of LoRa and LoRaWAN [23,24].

Tu et al. [25] introduce the energy model. Plenty of literature [26,
271 conclude the error rate under interference. Stusek et al. [28]
show that multiple gateways are beneficial to the whole system. In [5,
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6], the authors conduct extensive research efforts on the propaga-
tion capabilities of LoRa in indoor scenarios such as factories and
offices. Borkotoky et al. [29] perform detailed experiments on the
retransmission influence.

LoRa Collision Recovery and Weak Signal Decoding. There is
lots of pioneer solution that aims at mitigating the collisions in LoRa
and decoding the weak physical signals. They can be mainly catego-
rized into physical layer methods, MAC layer methods, and application
layer methods.
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The physical layer approaches works on physical modulation to
disentangle overlapping symbols to alleviate interference based on
frequency or time-domain features [30]. CurvingLoRa [31] replaces
the standard chirp with a non-linear chirp to decode collided signals.
MALoRa [32] utilizes the gain of the multi-antenna gateway to design
a phase-based parallel decoder and resist carrier frequency offset. Pyra-
mid [33] uses multiple windows to decode conflict signals in real-time.
CIC [34] cancels out all the interfering symbols to decode colliding
packets. NELoRa [35] decodes collision signals using DNN. The physical
layer approaches have the advantages of low computational complexity
and processing latency but mostly rely on specific expensive SDR
equipment. They cannot be deployed on a large scale because of the
additional hardware cost.

The MAC layer solutions leverage synchronization to schedule trans-
missions for collision avoidance instead of pure Aloha protocol [36].
CurveALOHA [37] introduces a new access mechanism to support
non-linear chirps. FCA-LoRA [38] broadcasts beacons with the gate-
way to synchronize devices and increases transmission fairness. Polar-
Tracker [39] acquires physical attitude information of the device to
model propagation link model and proposes a slotted-based ALOHA
protocol. SBTS-LoRa [40] divides the timeslots based on the distance
from a node to the gateway for large-scale networks. TS-LoRa [41]
establishes a fine-grained synchronous time slot access control slotted
Aloha protocol on top of the physical layer. Despite these complex
MAC layer methods compliant with LoRaWAN devices, they need to
redesign the standard frame structure. In some cases, they deplete
the battery and degrade the overall throughput performance of the
network. Moreover, LoRaWAN has become a defacto LPWAN standard,
So the cost of modifying, popularizing, and deploying private protocols
is incalculable. What is worse, the MAC layer methods are mainly based
on simulation, and verification, without actual large-scale experiments.

The traditional application layer methods are software-only algo-
rithms without specialized SDR platform costs. They depend on channel
encoding primitives from information theory to ensure the transmission
between sender and receiver. NCC-LoRa [42] utilizes Network-Coded
Cooperation based on D2D communication to improve outage prob-
ability. DaRe [43] utilizes fountain codes and convolutional codes to
recover data from previously received data frames when frame erasure
occurs. ReDCoS [44] introduces a lightweight encoder for payload
for reliable transmission. However, like the traditional FEC, the extra
overhead from application layer methods may increase energy waste,
even under successful transmission.

By merging multiple non-coded packets, ReLoRaWAN does not
need to provide wasteful channel coding strategies like prior works. It
relies on collaborative decoding to achieve error control with the least
transmission redundancy.

LoRaWAN Resource Allocation. The fixed physical modulation
parameters affect the maximal scalability. As a result, Semtech proposes
the first standard NS-side Adaptive Data Rate (ADR) algorithm to adjust
the parameters dynamically according to the link quality. However,
the legacy ADR design is simple and does not consider the collision
probability in the Aloha-like LoRaWAN system [45]. As a result, there
are some collision-aware works recently. STEPS [46] adjusts the param-
eters intelligently with reinforcement learning. EFLoRa [8] formulates a
max-min fairness problem, taking into account the energy efficiency of
the entire network. AAPC [47] proposes a semi-decentralized algorithm
for application requirements like PDR and energy consumption per
packet. Aimi et al. [48] isolate clusters of devices and meet differen-
tiated PDR targets to address network congestion. ADR-Lite [49] even
designs a link-based ADR algorithm in a mobile scenario.

Wireless Network Error Control. Wireless error control is a tradi-
tional problem that flourish for decades. There are mainly two types of
methods to solve it: hard decision decoding and soft decision decoding.

In hard decision decoding, PSC [50] selects the best signal indepen-
dent of physical layer implementation in cooperative communications.
iPM [20] works in cooperative communication and broadcast commu-
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nication. It performs the bitwise modulo-2 operation on multiple data
packets from branches to determine the error bit position and to repair
the error with brute force search. MRD [51] utilizes block-based packet
merging and determines the location of errors with blocks of different
packets. APC [21] incorporates packet combining with the majority
voting to deal with multi-bit errors.

As for soft decision decoding, SOFT [22] and PPR [52] both leverage
a physical layer-independent interface that informs higher layers of the
confidence of each bit in WLAN to recover errors.

7. Conclusion

In this paper, we propose a reliable data delivery mechanism ReLo-
RaWAN that is a novel application-layer amendment to LoRaWAN.
It aims to aggregate distorted packet PHYPayload copies from multi-
gateway reception of the same packet and execute the corresponding
data recovery operations. To correct bit errors in malformed packets as
much as possible, we design the tri-operation integrated data recovery
algorithm, which involves exclusive-OR based bitwise inversion opera-
tion, majority voting based bitwise inversion operation, and weighted
bitwise decision operation. On this basis, we implement the ReLo-
RaWAN testbed with COTS hardware and evaluate the performance
through real-world experiments. The experimental results demonstrate
that the packet delivery ratio of ReLoRaWAN has increased to 1.35
times of the existing method OPR and the average power consumption
of the end device is reduced by 30%.

In the future, we plan to integrate more data recovery operations
to further improve the performance of ReLoRaWAN. We will also
investigate fine-grained physical-layer decoding techniques and involve
them in our solution. Moreover, we will combine our solution with
dynamic resource allocation algorithms like ADR.
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